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Motivation



gh pr list --label “Jepsenˮ --state all





What is Jepsen?



- A testing tool for distributed systems
- A collection of libraries
- Written in Clojure
- Working on binaries, not on source code ⇒ bugs in production
- Works with Docker containers, MG binary compiled for Debian 12
- Consistency checker
- Injecting faults
- Cannot prove correctness, only failures













Summary

- Num of workers = num of instances
- Clients connect to instances
- Generator generates sequences of operations
- Client has a handler for each operation
- Cypher query is sent to Memgraph DB using Bolt/Bolt+routing 

connection
- There is a handler for each of the requested operation
- Result is written to history
- History analyzed at the end



Tests in MG



Replication tests

- tests/jepsen/src/memgraph/replication/bank.clj
- tests/jepsen/src/memgraph/replication/large.clj
- Run on diff
- Bank test tests that our transactional guarantees hold

- Add money to account 1
- Remove money from account 2

- Doesnʼt use HA
- Large test adds nodes and checks all the time whether constant node 

creation gets replicated



HA tests

- tests/jepsen/src/memgraph/high_availability/bank/test.clj
- tests/jepsen/src/memgraph/high_availability/create/test.clj
- HA bank test tests that our transactional guarantees hold

- Add money to account 1
- Remove money from account 2
- Run on diff



HA create test

- tests/jepsen/src/memgraph/high_availability/create/test.clj
- Runs every night

- Day 1: tests sync replication 
- Day 2: tests sync + async replication
- Day 3: tests strict sync replication
- Day 4: tests strict sync + async replication

- You can run it manually with Jepsen HA Stress Tests workflow on CI



MT test

- tests/jepsen/src/memgraph/mtenancy/test.clj
- Runs every night

- Day 1: tests sync replication 
- Day 2: tests sync + async replication
- Day 3: tests strict sync replication
- Day 4: tests strict sync + async replication

- You can run it manually with Jepsen HA Stress Tests workflow on CI
- specifically tests TTL operations (was needed for some customer)



Types of failures

- Kill a node (either the current main or the current leader)
- Network partition random halves
- Isolate a single node
- Ring network communication
- Disruption of TCP packets, e.g

- Delay 35% of TCP packets, drop 20% of them …

- TODO Disk corruption



Test in details



Create a generator for operations





Unique constraints

- Unique constraints are used because there could be multiple clients 
connecting to the coordinator and writing the same batch of nodes (with 
the same IDs) ⇒ we want to test at the end that we have a sorted 
monotonically increasing set of nodes on each instance



Writes

- Create a batch of nodes with random size using bolt+routing
- Random because we want to test what happens with different 

“replication speedˮ and “replication sizeˮ



SHOW INSTANCES

- Collect the cluster state throughout the test execution



When is the test valid?

- Client managed to connect at the end of the test and collect all nodes
- All nodesʼ ids are monotonically increasing (a range) and same on all 

nodes
- There are no duplicated nodes
- Hamming and Jaccard consistency measures are taken
- Setup cluster didnʼt fail
- SHOW INSTANCES never failed in any way except if we unable to 

connect to the coordinator
- SHOW INSTANCES always returns the same number of instances Raft 

stability)



And

- There is never more than one main in the Raft state as observed through 
SHOW INSTANCES

- There is never more or less than 3 coordinators observed through 
SHOW INSTANCES

- Creating nodes never fails except
- Txn timeout occurred
- No write server available
- Sync replica is down
- Strict sync replica is down
- Instance is not main anymore



And

- Creating nodes never fails except
- Main is unwriteable
- Unique constraint was violated
- Cannot get shared access to the storage



Usage





Debugging



After the test has finished



During the test run

- ssh to the instance on which Jepsen is run
- docker exec -it jepsen-n1 bash
- cat /opt/memgraph/memgraph.log

- gdb -p PID # if you suspect there is some kind of a deadlock

- Disk space could be a problem, you will see it on GitHub if that was the 
case in running logs



Thank you for 
your time!

www.memgraph.com


